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INTRODUCTION

The goal of a SDLC is to have a process that 
produces software with the highest quality and 
lowest cost in the shortest time.

SDLC includes a detailed plan for how to 
develop, alter, maintain, and replace a 
software system.

Our SDLC represent all the stages that any 
software maintained in-house should adhere to. 

These stages were created from the 
perspective of various teams to ensure 
considerations of different teams sizes, 
programming languages, project management 
methodologies and workflows



• NO STANDARD PROCESS

• LOW QUALITY CONTROL

• NO STANDARD TOOLS

• LITTLE COLLABORATION



• SDLC: A DETAILED FRAMEWORK TO DEVELOP, BUILD, MAINTAIN, AND REPLACE A SOFTWARE
SYSTEM.

• THE GOAL OF A SDLC :

– PRODUCES SOFTWARE WITH THE HIGHEST QUALITY

– AT THE LOWEST COST IN THE SHORTEST TIME POSSIBLE.

– SOMETHING MISSING

– SECURITY ?

– LEAVE TO THE END, CAN’T FIND BUGS, VULNERABILITIES, MORE EXPENSIVE AND MORE TIME
CONSUMING TO FIX.



Essential that security be embedded in 
all stages of the process

Solution is collaborative between 
various faculties and services

Repetitive tasks should be automated 
where possible

Applicable to any project management 
methodology (Agile, Waterfall)

uOttawa’s SDLC will provide a living 
document

Testing, testing, testing



THE RESULT…



•

•



▪ Analysis is necessary not only for new 

features/requirements, but also for new bugs. 

This sub-stage defines our recommendation on 

how to analyze and report bugs in the life cycle 

after at least one iteration has been done
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“A goal without a plan is just a wish”
- Antoine de Saint-Exupéry



CODE



•

•

•



•

•

•

•



•

•



•

•

•

•

•

•

• MORE SELF-SERVICE AND INDEPENDENT OF A

BUSY CENTRALIZED OPERATIONS TEAM
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Automation using pipelines

CI/CD Pipeline GitLab

< / >

Code

Runner

CI Pipeline

Commit
GitLab

Build
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CI Pipeline SAST

Unit Tests

Regression Testing



18

Staging

Integration Tests

QA Testing

DAST
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Monitoring

Approval

Deployment

Production




