CYBERSECURITY
Best Practices
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1. Lock your session

2. Never share passwords

Treat passwords like underwear.
When you step away from your Change them regularly. Don’t leave

computer (even if it's for a few them lying around. Don’t share

minutes or to grab a coffee). them with anyone.

3. Verify the email sender

Q 0 4. Use complex passwords
Before clicking on email links.

Beware of phishing. If you suspect Use a password manager solution -

ohishing delete the message or every account should have a unique

use the "Report a message" password.

button in Outlook.

Please reference the Account
Management Guidelines and best

. practices.
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5. Protect your identity ~ IeXS

6. Always stay alert

Enrol your uOttawa accountto  \=%

Multi-factor authentication (MFA) =% ® fRgat S Ry e | >
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Learn more about IT security:

Information Technology
www.it.uOttawa.ca/security uOttawa


https://it.uottawa.ca/accounts/guidelines
https://it.uottawa.ca/security/report-suspicious-email
https://it.uottawa.ca/security/mfa
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fit.uottawa.ca%2Fsecurity%2Fmfa&data=04%7C01%7CCarine.Ouedraogo%40uottawa.ca%7C41880a010ade4c80611608d931aadd17%7Cd41fdab17e154cfdb5fa7200e54deb6b%7C0%7C0%7C637595432181608038%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=GkCJl2cizH5UpgyZPddouN0TZyHJshyh3zDJg37Mdp0%3D&reserved=0

